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Abstract: To solve the problem of detection time limitation caused by route update delay and the possible tampering of
traceability information in existing route instability traceable detection methods, an interdomain routing instability trace-
able detection method based on route state causal chain was proposed. By analyzing the causal relationship of route states,
the route state update token that can describe the route state change and transfer process was defined. Route state update
tokens were published and stored in the blockchain during the route update propagation to construct the decentralized and
tamper-resistant route state causal chain. By analyzing the route state causal chain, the type of route instability was
judged, and the failed links or policy-conflict AS sequences were located to achieve route instability traceable detection.
The capability of proposed method to trace the failure link and the policy-conflict AS sequence which could lead to con-
vergence delay and persistent route oscillation respectively was proven theoretically, and validating experiment based on
software routers in typical topology was carried out. The experimental results demonstrate that the proposed method can
timely detect route instability caused by the dynamic changes of both policy and topology, and determine type and root
cause of route instability without modifying BGP.
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